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Background: communication channels

Confidential: Authenticated:
Insecure: Secure:
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Our starting point: insecure network

@ insecure @
insecure
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Our goal: secure network with graceful degradation

Downgradable
Secure Network

— Use PKCI

confidential

authenticated

Secret keys stolen?
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Contribution

Question: What is the right security definition of signcryption?

Answer: The one for which a protocol using signcryption constructs

a downgreadable secure network from an insecure network

1S5

We explain signcryption in a composable way

to understand what it should be used for

<l

= For this we use the Constructive Cryptography framework
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Signcryption: syntax

Signcryption = encryption + signatures

pks

skgs

T

pkr

SkR

GenR

(confidentiality)

Gens
S (authenticity)
m
Protocol:

Scr

signerypt

Usc

unsignerypt

m/L

® Users agree in advance on a scheme ¥ = (Geng, Geng, Scr, Usc)

R

® Each user generates sending and receiving key-pairs with Geng/Geng

® Fach user publishes public keys through a certificate authority

® Each user sends/receives messages using Scr/Usc
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Signcryption: security
Two game-based security definitions:
® Qutsider security: the adversary is an outsider
» Has no valid key-pairs
® |nsider security: the adversary is a user of the network

> Can have/generate valid key-pairs

In the games of both security definitions we have flexible oracles:

—> Adversary can choose public keys of sending/receiving user
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Signcryption: multi-user outsider security

New all-in-one security definition: confidentiality 4+ authenticity

CCA2 SUF
Fix sender S with (sks, pks) and receiver R with (skg, pkg)

Scry s(. .) b= SCI’8 S(. .)
Uscs’;R( )} oA {USC;R( °)

— Adv'\/IOS

® Uscyy.(e,e): only unsigncrypt new signcryptexts if @ = pks (return 1)
° ScrikS (e, ®): signcrypt random messages instead if e = pkg

. UscstR (e,e): always output L if e = pksg
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Signcryption: multi-user insider security

Confidentiality: fix receiver R with (skgr, pkr)

SCF((0,0)’.,.)} <b=_1> A ﬂ {SCI’ ((o o), ® .)

Uscy. (o, 0) Uscir. (e, o) ; AdVMIS Conf
\
vo(=b)
Authenticity: fix sender S with (sks, pks)
Scraps (e, )
A — {USC((.,.), o, 0) A.d M|S Auth
)

ES

s* (new and valid)
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The result
In Constructive Cryptography, our statement for n users is:
[ISN,,, CA,,M,] = DSN,

We construct a Downgradable Secure Network from an Insecure Network
with the help of Signcryption, a Certificate Authority, and some Memory
In particular, this means:

vD:3o: AP(x[ISN,,CA,,M,],oc DSN,) < ¢(D)
where £(D) = n? - AdvyO ) + n- Advy's BV +n - Advy’> B

for efficient black-box reductions pi(-), p2(-), and ps(-)
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lHlustration for 3 users

~: Py DSN;
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Conclusions

® |n the literature, insider security sometimes considered “too strong”
® |n this work, we explained signcryption in a composable way
e Qur analysis helped identifying the “right” security definition

» Outsider security alone is limited, no security guarantees for key theft

» Insider security enables exactly “downgradable security”

Thank you for your attention!
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