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Background: Schemes
We study probabilistic encryption (pE) / authenticated encryption (pAE):
IT = (Gen, Enc, Dec) where:

® Gen is a (usually uniform) distribution over KC;

® Enc: K x M — C is a probabilistic function;

® Dec: K xC — MU{L} is a deterministic function.

In particular: we do not consider nonce-based schemes (nE/nAE)
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Background: Probabilistic vs Nonce-based
Why study anonymity of pE/pAE rather than nE/nAE?
e [CR19] recently studied anonymity of nAE
» nAE cannot provide anonymity =—> New complex scheme: anAE
® pE/pAE conceptually easier and more suitable for anonymity

® Also closely captures some real-world implementations:

» Consider nAE scheme AES-GCM deployed in TLS 1.3:

» Uses randomized nonces — This reduces nAE to pAE!
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Background: Security
Conventional security notions for pE/pAE:

® pE: should achieve confidentiality

® pAE: should achieve confidentiality and authenticity
How is security defined?

® Game-based: adversary must win a game (bit-guessing/search)

» Can be formulated as a distinction problem
¢ Composable: simulation-based, distinguish real/ideal worlds

—> We will see how the two are actually closely related
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Background: Cryptographic Systems
For security definitions, we define following systems for K <« Gen():
e Ex: on input m, output Encg(m),

® Dg: on input ¢, output Deck(c),

ES.: on input m, output Enc (1) for m & {0, 1}/™
e DL on input ¢, output L
* $: on input m, output ¢ for & & {0, 1}Enex(m)]

S ~ T: systems S and T are computationally indistinguishable
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Background: Game-based Security of pE/pAE

e pE: IND-CPA
» Usually a bit-guessing problem

> Here a distinction problem [BDJR97]: Ex ~ ES,

® pAE: IND-CPA + INT-CTXT = IND-CCA3

» Usually a bit-guessing problem + search problem

> Here a distinction problem [Shr04]: [Ex, D] ~ [ES., D]

= Implicit assumption: 1 sender (S), 1 receiver (R), 1 eavesdropper (E)
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Background: Composable Security of pE/pAE

Resources for sender S, receiver R, and eavesdropper E:

kSKéYRk ml. NS 1w m[ AUT Jm m[ SEC Im
E E E E
mv i m v|m|

Using constructive cryptography, we define:
® pE secure if constructs SEC from AUT and KEY:
[KEY, AUT] PE, SEC <= dsim:pE([KEY,AUT]) ~ sim(SEC)

® pAE secure if constructs SEC from INS and KEY:

pAE

[KEY, INS] 225,

— SEC <= Isim : pAE([KEY, INS]) ~ sim(SEC)
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Background: Game-based —> Composable
How do these definitions relate?
o pE IND-CPA-secure = [KEY,AUT] *5 SEC, i.e.:

Ex ~ES = 3sim: pE([KEY,AUT]) = sim(SEC)

o pAE IND-CCA3-secure = [KEY,INS] *25 SEC, iie.:

[Ex,Dk] ~ [E$,, D] = 3sim : pAE([KEY, INS]) ~ sim(SEC)
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Game-based Anonymity: New Definitions

BUT: Real-world usage of pE/pAE happens in a multi-user setting!
= We consider n (= 2) senders (+ 1 receiver, 1 eavesdropper)
Anonymity modeled by indistinguishability of keys (IK):

e pE: IND-CPA + IK-CPA = IND-IK-CPA if
[EK17EK2] ~ [E%, E%{]
® pAE: IND-CCA3 + IK-CCA3 = IND-IK-CCA3 if

[Ex,,Dxk,,Ex,,Dr,] ~ [ES., DY ES, D]
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Game-based Anonymity: IND$ and Enc-then-MAC

¢ IND$-{CPA,CCA3} implies anonymity (IND-IK-{CPA,CCA3}):
> pE: Ex #$ = [Ex,,Ex,] ~ [ES EY]
> pAE: [Ex,Dx] ~ [$,D4]
= [Ex,,Dxk,,Ex,,Dg,| ~ [E},, D+ ES D]
Note: INDS$-secure nAE with randomized nonces provides anonymity!
® Encrypt-then-MAC is anonymity-preserving:
If pE is IND-IK-CPA-secure and pMAC is UF-IK-CMA-secure

— pAE := EtM(pE,pMAC) is IND-IK-CCA3-secure

Fabio Banfi and Ueli Maurer Anonymous Symmetric-Key Communication SCN 2020, Amalfi (Virtual) 10 / 15



Composable Anonymity: Adapting the Resources

M-KEY A-INS A-AUT A-SEC
T o> >
—> —> . —>
vV

[AHM*14]: UF-IK-CMA-secure pMAC constructs
® A-AUT from A-INS and M-KEY
e A-SEC from A-AUT (inefficient)

e A-SEC from A-INS and from M-KEY (inefficient)
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Composable Anonymity: New Definitions
We use again constructive cryptography to define anonymous security:
® pE secure and anon. if constructs A-SEC from A-AUT and M-KEY:
IM-KEY, A-AUT] 25 A-SEC
<= dsim : pE([M-KEY, A-AUT]) ~ sim(A-SEC)
® pAE secure and anon. if constructs A-SEC from A-INS and M-KEY:
IM-KEY, A-INS] *25 A_SEC

= Jsim : pAE([M-KEY, A-INS]) ~ sim(A-SEC)

Fabio Banfi and Ueli Maurer Anonymous Symmetric-Key Communication SCN 2020, Amalfi (Virtual) 12 / 15



Game-based Anon. — Composable Anon.
How do these definitions relate?
¢ pE IND-IK-CPA-secure = [M-KEY,A-AUT] P ACSEC, e
Er,. Er,] ~ [Ej, By ]
= Jsim : pE([M-KEY, A-AUT]) ~ sim(A-SEC)

e PAE IND-IK-CCA3-secure —> [M-KEY, A-INS] 225 A-SEC, iie.:

[EKUDKUEK27 DKQ] ~ [Ei(7 DJ_a E%{v DJ_]

— Jsim : pAE([M-KEY, A-INS]) ~ sim(A-SEC)
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Conclusions

® \We provided game-based anonymity definitions for pE/pAE:

> Pseudorandom ciphertexts (IND$) imply anonymity
—> nAE with randomized nonces provides anonymity

» Enc-then-MAC preserves anonymity

® We also provided composable anonymity definitions for pE/pAE:

» They provide a better understanding of the application
» They are implied by the game-based definitions

» They allow for more efficient protocols than known before

Thank you for your attention!
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