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Background: quantum symmetric encryption

Alice and Bob might use Quantum Symmetric Encryption (QSE):

• Shared classical secret key: K (e.g., K ∈ {0, 1}n)

• Plaintexts (ρ) and ciphertexts (σ) are mixed quantum states

• Encryption: σ ← EncK(ρ); Decryption: ρ← DecK(σ) (if σ invalid, ρ = |⊥〉〈⊥|)

How to define security of QSE? E.g., can we “adapt” the classical IND-CCA2 notion?

Challenging: No-cloning Theorem =⇒ cannot “save copies of ciphertext to compare”
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Background: security of QSE

[Alagic, Gagliardoni, Majenz, 2018] provide (asymptotic) game-based definitions of:

• Confidentiality: quantum adaptive chosen-ciphertext indistinguishability (QIND-CCA2)

• Confidentiality + authenticity: quantum authenticated encryption (QAE)

QAE: any efficient adversary must have negligible advantage in distinguishing between:

• Real encryption (RealEncK ≡ EncK) and decryption (RealDecK ≡ DecK) oracles

• Ideal encryption (IdealEncK) and decryption (IdealDecK) oracles
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Background: QAE security of QSE

Defining the ideal oracles (simplified for 1 message):

registers P,C

oracle IdealEncK(ρ)
P ← ρ
C ← EncK(|0〉)
return [copy of] C

oracle IdealDecK(σ)
if σ ≡ C then

return P
return |⊥〉

=⇒ This breaks no-cloning!

=⇒

registers P,M0,M1

oracle IdealEncK(ρ)
P ← ρ
[M0,M1]← |Φ+〉
return EncK(M0)

oracle IdealDecK(σ)
register M̃0 ← DecK(σ)
if [M̃0,M1] ≡ |Φ+〉 then

return P
return |⊥〉

Banfi, Maurer, Portmann, Zhu Secure Quantum Message Transmission TCC 2019, Nuremberg 5 / 12



Background: QAE security of QSE

Defining the ideal oracles (simplified for 1 message):

registers P,C

oracle IdealEncK(ρ)
P ← ρ
C ← EncK(|0〉)
return [copy of] C

oracle IdealDecK(σ)
if σ ≡ C then

return P
return |⊥〉

=⇒ This breaks no-cloning!

=⇒

registers P,M0,M1

oracle IdealEncK(ρ)
P ← ρ
[M0,M1]← |Φ+〉
return EncK(M0)

oracle IdealDecK(σ)
register M̃0 ← DecK(σ)
if [M̃0,M1] ≡ |Φ+〉 then

return P
return |⊥〉

Banfi, Maurer, Portmann, Zhu Secure Quantum Message Transmission TCC 2019, Nuremberg 5 / 12



Background: QAE security of QSE

Defining the ideal oracles (simplified for 1 message):

registers P,C

oracle IdealEncK(ρ)
P ← ρ
C ← EncK(|0〉)
return [copy of] C

oracle IdealDecK(σ)
if σ ≡ C then

return P
return |⊥〉

=⇒ This breaks no-cloning!

=⇒

registers P,M0,M1

oracle IdealEncK(ρ)
P ← ρ
[M0,M1]← |Φ+〉
return EncK(M0)

oracle IdealDecK(σ)
register M̃0 ← DecK(σ)
if [M̃0,M1] ≡ |Φ+〉 then

return P
return |⊥〉

Banfi, Maurer, Portmann, Zhu Secure Quantum Message Transmission TCC 2019, Nuremberg 5 / 12



Background: QAE security of QSE

Defining the ideal oracles (simplified for 1 message):

registers P,C

oracle IdealEncK(ρ)
P ← ρ
C ← EncK(|0〉)
return [copy of] C

oracle IdealDecK(σ)
if σ ≡ C then

return P
return |⊥〉

=⇒ This breaks no-cloning!

=⇒

registers P,M0,M1

oracle IdealEncK(ρ)
P ← ρ
[M0,M1]← |Φ+〉
return EncK(M0)

oracle IdealDecK(σ)
register M̃0 ← DecK(σ)
if [M̃0,M1] ≡ |Φ+〉 then

return P
return |⊥〉

Banfi, Maurer, Portmann, Zhu Secure Quantum Message Transmission TCC 2019, Nuremberg 5 / 12



Background: QAE security of QSE

Defining the ideal oracles (simplified for 1 message):

registers P,C

oracle IdealEncK(ρ)
P ← ρ
C ← EncK(|0〉)
return [copy of] C

oracle IdealDecK(σ)
if σ ≡ C then

return P
return |⊥〉

=⇒ This breaks no-cloning!

=⇒

registers P,M0,M1

oracle IdealEncK(ρ)
P ← ρ
[M0,M1]← |Φ+〉
return EncK(M0)

oracle IdealDecK(σ)
register M̃0 ← DecK(σ)
if [M̃0,M1] ≡ |Φ+〉 then

return P
return |⊥〉

Banfi, Maurer, Portmann, Zhu Secure Quantum Message Transmission TCC 2019, Nuremberg 5 / 12



Background: QAE security of QSE

Defining the ideal oracles (simplified for 1 message):

registers P,C

oracle IdealEncK(ρ)
P ← ρ
C ← EncK(|0〉)
return [copy of] C

oracle IdealDecK(σ)
if σ ≡ C then

return P
return |⊥〉

=⇒ This breaks no-cloning!

=⇒

registers P,M0,M1

oracle IdealEncK(ρ)
P ← ρ
[M0,M1]← |Φ+〉
return EncK(M0)

oracle IdealDecK(σ)
register M̃0 ← DecK(σ)
if [M̃0,M1] ≡ |Φ+〉 then

return P
return |⊥〉

Banfi, Maurer, Portmann, Zhu Secure Quantum Message Transmission TCC 2019, Nuremberg 5 / 12



Background: QIND-CCA2 security of QSE

[Alagic et al. 2018]: compare the performance of adversary in two different games:

• Test: quantum version of single-challenge IND-CCA2, but w/o checks upon decryption

• Fake: same but always encrypt a fixed plaintext; lose if cheat, win with prob. 1
2 o/w

We introduce a new formulation of QIND-CCA2: like QAE, but for ideal decryption:

oracle IdealDecK(σ)
register M̃0 ← DecK(σ)
if [M̃0,M1] ≡ |Φ+〉 then

return P
return |⊥〉

return M̃0

(Simplified for 1 message)

=⇒ This is QROR-CCA2 (ROR = real-or-random)

=⇒ It is possible to relate the two notions
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Our contribution

But this notions are not composable! We use the Constructive Cryptography framework
[Maurer and Renner, 2011].

This provides:

• Operational interpretation: define right scope of use of a primitive

• Abstraction: security/confidentiality definitions for arbitrary protocols, not only QSE!

• Composability: prove different components security in isolation, reuse in any context

• Finite statements: concrete reductions to hardness assumptions

I Crucial for real-world implementations, appreciated by the Experimental QCrypt community
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Composable security (= confidentiality + authenticity)

πA πB
ρi ρ̃i

INS

σi σ̃i

KEY
k k

R (real world)

≈ε
sim

SECρi ρji

|ρi| ji

σi σ̃i

S (ideal world)

Definition

π := (πA, πB) ε-secure

:⇐⇒ [KEY, INS]
π,ε−−→ SEC :⇐⇒ ∃ sim : R ≈ε S
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Comparing QAE and composable security of QSE

πA πB
ρi ρ̃i
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σi σ̃i

KEY
k k

RealEncK RealDecK

sim

SECρi ρji

|ρi| ji

σi σ̃i

Ideal
EncK

Ideal
DecK

Theorem

QAE is composable security (conf. + auth.) with a simulator hard-coded.
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Recall: composable security (= confidentiality + authenticity)
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Comparing QROR-CCA2 and composable confidentiality of QSE
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QCCA2 is composable confidentiality with a simulator hard-coded.
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The End
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